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Ms. Monica Jackson 

Consumer Financial Protection Bureau 

1700 G Street, N.W. 

Washington, D.C.  20552 

CFPB_IQ_Submissions@cfpb.gov 

 

Re: Proposed Guidelines for Ensuring and Maximizing the Quality, 

Objectivity, Utility, and Integrity of Information Disseminated by the 

Bureau of Consumer Financial Protection 

 

Dear Ms. Jackson: 

 

The CFPB has released its information quality guidelines, required by a 2000 amendment 

to the Paperwork Reduction Act.  The law requires OMB to issue guidelines— 

 

that provide policy and procedural guidance to Federal agencies for ensuring and 

maximizing the quality, objectivity, utility, and integrity of information (including 

statistical information) disseminated by Federal agencies[.]
1
 

 

OMB issued implementing guidelines that require agencies to ensure the information 

they disseminate to be of high quality: 

 

Overall, agencies shall adopt a basic standard of quality (including objectivity, 

utility, and integrity) as a performance goal and should take appropriate steps to 

incorporate information quality criteria into agency information dissemination 

practices.  Quality is to be ensured and established at levels appropriate to the 

nature and timeliness of the information to be disseminated.  

 

As required, CFPB has adopted information quality standards, in which the CFPB states: 

 

The Bureau is committed to integrating the principle of information quality into 

its development of information, including the creation, collection, maintenance, 

and dissemination of such information.  The Bureau will comply with all legal 

                                                 
1
 Pub. L. No. 106-554, Appendix C, 114 Stat. at 2763, 2763A 153-54 (2000) (codified at 44 U.S.C. § 3516 

note). 

mailto:CFPB_IQ_Submissions@cfpb.gov
http://www.whitehouse.gov/sites/default/files/omb/assets/omb/fedreg/reproducible2.pdf
http://www.consumerfinance.gov/informationquality/
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and policy rules, regulations, directives, and guidance governing any phase of the 

process. 

 

The CFPB disseminates, on its website in searchable form, information the CFPB obtains 

from consumer complaints about financial services and products.  The CFPB invites 

consumer complaints, routes each to the financial services provider that is the subject of 

the complaint for response, then forwards the response to the consumer.  The CFPB 

publishes the identity of the financial services provider, the consumer’s zip code, the date 

and category of the complaint, and the category of the outcome.  The CFPB does not 

otherwise verify the factual basis for the complaints or the reasons they are filed.  As the 

CFPB explains, “We do not verify the accuracy of all facts alleged in these complaints, 

but we do take steps to confirm a commercial relationship between the consumer and the 

identified company.”  Today, the CFPB publishes information related to complaints 

about credit cards, but the CFPB plans to release complaint information about other 

products and services, including mortgage loans.   

 

The CFPB’s release of information derived from consumer complaints is not permissible, 

as we discuss below.  It is therefore also not in conformance with the CFPB’s information 

quality standards.  For these reasons, we suggest that the CFPB and the Office of 

Management and Budget reconsider the appropriateness of this release of otherwise 

confidential information.   

 

The Gramm Leach Bliley Act Prohibits Financial Services Providers From Making 

Complaint Information Public 

 

Under the Gramm Leach Bliley Act (“GLBA”),
2
 providers of consumer financial services 

are subject to consumer financial privacy laws that protect the confidentiality of 

“nonpublic personal information.”  This protects from disclosure, among other things, 

information a financial services provider receives from a customer, such as on a loan 

application, or from a third party about the customer, such as a credit report.  But it is 

much broader than that.  The law also protects from disclosure— 

 

(C) The fact that an individual is or has been one of your customers or has 

obtained a financial product or service from you; 

(D) Any information about your consumer if it is disclosed in a manner that 

indicates that the individual is or has been your consumer;
3
  

 

If a financial services provider receives a complaint from a customer about a product or 

service, the provider cannot make that complaint public, and cannot even make public 

                                                 
2
 Pub. L. No. 106-102113 Stat. 1338.  See §§ 501 – 510. 

3
 12 C.F.R. § 216.3(o)(2).  Eight agencies, including the CFPB, have a substantially similar regulation.  

This citation is to the Federal Reserve’s Regulation P.   

http://www.consumerfinance.gov/complaintdatabase/
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the fact that the customer lodged a complaint.
4
  As Congress decreed in the Gramm 

Leach Bliley Act— 

 

(a) PRIVACY OBLIGATION POLICY.—It is the policy of the Congress that 

each financial institution has an affirmative and continuing obligation to respect 

the privacy of its customers and to protect the security and confidentiality of those 

customers’ nonpublic personal information.
5
 

 

Congress Does Not Permit the CFPB to Avoid the GLBA Privacy Protections 

 

Congress was clear that when a financial services provider cannot divulge protected 

information, the CFPB cannot avoid that protection by obtaining the information and 

releasing it directly itself—    

 

In collecting information from any person, publicly releasing information held by 

the Bureau, or requiring covered persons to publicly report information, the 

Bureau shall take steps to ensure that proprietary, personal, or confidential 

consumer information that is protected from public disclosure under section 

552(b) [exemptions from mandatory disclosure under the Freedom of Information 

Act] or 552a [the Privacy Act of 1974] of title 5, United States Code, or any other 

provision of law, is not made public under this title.
6
 

 

“Any other provision of law” includes the GLBA and its implementing regulations.  

When the GLBA and its regulations apply, the CFPB must “take steps to ensure” that the 

protected information “is not made public.”  Who might make it public is not relevant.  

The financial services provider may not make it public, so the CFPB cannot make it 

public either.  The CFPB is expressly required to protect from public disclosure, by itself 

or by another, all personal or confidential consumer information that the GLBA protects.   

 

If a consumer lodges a complaint with a financial services provider, that provider cannot 

make public the existence of that complaint, or any information contained in it.  The 

financial services provider cannot make public its response to the complaint, or even the 

fact that it responded.  If the CFPB receives a provider’s response to a complaint from the 

provider, the CFPB cannot make public that response, or even the fact that it exists.   

 

The CFPB collects information from consumers, telling them that the CFPB will or may 

forward the information to their financial services providers.  As soon as a financial 

services provider has that information or becomes aware that it exists, the GLBA fully 

protects it.  Neither the financial services provider nor the CFPB may release it or make 

known that it exists. 

 

                                                 
4
 12 C.F.R. § 216.10(a)(1).  If, after informed consent, the consumer declines to opt out of disclosures, the 

information is not protected.  However, the CFPB’s data release is not limited to consumers who decline to 

opt out.   
5
 GLBA § 502(a).   

6
 Dodd-Frank Act § 1022(c)(8) (emphasis added). 
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The Mortgage Data that the CFPB Plans to Release Will Contain Personally 

Identifiable Information  

 

Protected nonpublic personal information does not include “information that does not 

identify a consumer, such as aggregate information or blind data that does not contain 

personal identifiers such as account numbers, names, or addresses.”
7
   

 

The CFPB posts, in electronically searchable format, the zip codes of complainants.  

Certain mortgage information is public, including the identity of the property owner 

(consumer), the lender, and the location of the mortgaged property, and it is available 

online in many or most jurisdictions.  Who services mortgage loans is often published in 

lender, servicer, or securitization filings with the SEC, which are also available online. 

 

Especially in zip codes with smaller population sizes, or during periods when complaints 

are rare, it will be possible to easily marry public data and the information available in 

the CFPB’s public database and surmise the identity of the consumer who filed a 

complaint against a mortgage lender or servicer.  This possibility means the data in the 

CFPB’s public database cannot reasonably be presumed to be “anonymous” or “not 

personally identifiable.”  Rather it is nonpublic personal information that the GLBA and 

the Dodd-Frank Act are designed to protect. 

 

The CFPB is Prohibited From Gathering or Analyzing Personally Identifiable 

Financial Information of Consumers 

 

The Bureau may not use its authorities under this paragraph to obtain records 

from covered persons and service providers participating in consumer financial 

services markets for purposes of gathering or analyzing the personally identifiable 

financial information of consumers.
8
 

 

If the CFPB may not gather or analyze such information, it follows that it may not enable 

the general public to do so.  Yet, at least as to mortgage loans, for which some 

information is public, the CFPB’s database would do just that. 

 

The CFPB Does Not Inform Consumers Accurately About What the CFPB Does 

With Their Information 

 

When consumers file a complaint on the CFPB’s intake form, consumers who look 

carefully might notice, in small font, the words, “Privacy act statement” below the fields 

for entering information.  If consumers click, they will see the following: 

 

Privacy act statement 

The information you provide will permit the Consumer Financial Protection 

Bureau to respond to your complaint or inquiry about companies and services we 

                                                 
7
 12 C.F.R. § 216.3(o)(ii)(B).   

8
 Dodd-Frank Act § 1022(c)(4)(C). 



 5 

supervise.  Information about your complaint or inquiry (including your 

personally identifiable information) may be shared: 

• with the entity that is the subject of your complaint; 

• with third parties as necessary to get information relevant to resolving a 

complaint; 

• with a court, a party in litigation, a magistrate, an adjudicative body or 

administrative tribunal in the course of a proceeding, or the Department of 

Justice; 

• with other federal or state agencies or regulatory authorities for 

enforcement and statutory purposes; and 

• with contractors, agents, and others authorized by the CFPB to receive this 

information. 

We may also share your complaint or inquiry (but not your personally identifiable 

information) with the public through a public complaint database. 

This collection of information is authorized by 12 U.S.C. § 5493. 

You are not required to file a complaint or share any identifying information, 

including your Social Security number, and you may withdraw your complaint at 

any time.  However, if you do not include the requested information, the CFPB 

may not be able to act on your complaint.  

 

This is misleading, at best. 

 It is hard to notice that the statement is available because it is in small font, and 

because it is located in an inconspicuous area to which consumers’ attention is not 

drawn.  In contrast, the Federal Trade Commission’s (“FTC”) online complaint 

portal encourages consumers to read the FTC privacy policy before taking 

consumers to the complaint page.   

 It says the CFPB “may” share information with the subject of the complaint, 

although it routinely does so.  In contrast, the FTC’s portal accurately describes 

how the FTC uses consumer complaint information before consumers file a 

complaint.  The FTC puts the information in a secure online database for use by 

civil and criminal law enforcement authorities, but not by the public.  

 It says the CFPB “may” share information through a public database, although it 

routinely does so. 

 It says the CFPB does not share personally identifiable information, but at least 

with respect to mortgage loans, that will not always be true. 

 It says the information collection is authorized by 12 U.S.C. § 5493 (Dodd-Frank 

Act § 1013), but omits the fact that publishing the information is prohibited by 

§§ 1013 and 1022. 

 

The claimed authority is authority for the CFPB to collect complaint information, not 

authority to publish it.  That provision does not authorize the CFPB to publish complaint 

data in the granular manner the CFPB does.  It requires and permits the following: 

 The CFPB must establish a unit “to facilitate the centralized collection of, 

monitoring of, and response to consumer complaints[.]”   

https://www.ftccomplaintassistant.gov/
https://www.ftccomplaintassistant.gov/
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 The CFPB must coordinate with the Federal Trade Commission (“FTC”) and 

other agencies “to route complaints to such agencies, where appropriate.”  

Routing complaints to a limited number of agencies is not authority to publish 

them online. 

 State agencies cannot necessarily receive the complaints.  State agencies are 

permitted to receive “appropriate complaints” only if, among other things, they 

satisfy CFPB conditions for the “treatment of personally identifiable information 

and sharing of information on complaint resolution” and the states have taken 

“measures necessary to provide for protection of personally identifiable 

information that conform to the standards for protection of the confidentiality of 

personally identifiable information and for data integrity and security that apply to” 

the CFPB and other federal agencies.  That is, the CFPB is prohibited from 

publishing personally identifiable information. 

 The CFPB “shall share” complaint information with federal and sometimes state 

agencies.  Authority to share complaint information with a few is not authority to 

publish it to all. 

 

Congress Broadly Required Confidential Treatment of Proprietary, Personal, or 

Confidential Information 

 

In enacting § 1022, Congress required that the CFPB maintain the confidentiality of 

information broadly— 

 

The Bureau is required to take steps to ensure that proprietary, personal or 

confidential information is protected from public disclosure.
9
 

 

Congress did not single out the CFPB for different treatment.  Rather, it requires many 

agencies to maintain the confidentiality of broad categories of information in the federal 

government’s possession. 

 

See also that when the Dodd-Frank Act created the Office of Financial Research and its 

Data Center, which are tasked with collecting a broad range of information, Congress 

was explicit that the Data Center “shall not publish any confidential data,” and “the 

Director shall ensure that data collected and maintained by the Data Center are kept 

secure and protected against unauthorized disclosure.”
10

  It would not make sense for 

Congress to apply more strict confidentiality standards to data the Office of Research 

collects than to the consumer information the CFPB collects.   

 

Title V created the Federal Insurance Office and authorized it to collect a broad range of 

information.  Again, Congress was explicit that information submitted remains subject to 

“[a]ny requirement under Federal or State law to the extent otherwise applicable, or any 

requirement pursuant to a written agreement in effect between the original source of any 

nonpublicly available data or information and the source of such data or information to 

the Office, regarding the privacy or confidentiality of any data or information in the 

                                                 
9
 S. Rep. No. 111-176, at 165 (discussing § 1022) (2010). 

10
 Dodd-Frank Act § 154(b)(2)(B) and (b)(3). 
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possession of the source to the Office, shall continue to apply to such data or 

information[.]”
11

  Again, it would be inconsistent to argue that Congress requires the 

Federal Insurance Office to maintain the privacy of information but that it permits the 

CFPB to release information the GLBA protects. 

 

Title VII is designed to mitigate systemic risk in payment, clearing, and settlement 

activities.  It authorizes regulators to collect of a broad range of information and share it 

with each other.  Again, Congress was explicit that “no person or entity receiving 

information pursuant to this section may disseminate such information to entities or 

persons other than those listed in this paragraph without complying with applicable law, 

including section 8 of the Commodity Exchange Act (7 U.S.C. 12).”  Submitting the 

information does not waive any privilege, and the information is exempt from FOIA 

disclosure.
12

  When Congress permitted the CFPB to collect complaint information, it 

similarly restricted the agencies with whom the CFPB can share the information.  The 

CFPB does not have authority to publish the information. 

 

The Trade Secrets Act Further Prohibits The CFPB’s Release of Complaint 

Information 
 

The Trade Secrets Act provides as follows— 

 

Whoever, being an officer or employee of the United States or of any department 

or agency thereof, any person acting on behalf of the Federal Housing Finance 

Agency, or agent of the Department of Justice as defined in the Antitrust Civil 

Process Act (15 U.S.C. 1311–1314), or being an employee of a private sector 

organization who is or was assigned to an agency under chapter 37 of title 5, 

publishes, divulges, discloses, or makes known in any manner or to any extent not 

authorized by law any information coming to him in the course of his 

employment or official duties or by reason of any examination or investigation 

made by, or return, report or record made to or filed with, such department or 

agency or officer or employee thereof, which information concerns or relates to 

the trade secrets, processes, operations, style of work, or apparatus, or to the 

identity, confidential statistical data, amount or source of any income, profits, 

losses, or expenditures of any person, firm, partnership, corporation, or 

association; or permits any income return or copy thereof or any book containing 

any abstract or particulars thereof to be seen or examined by any person except as 

provided by law; shall be fined under this title, or imprisoned not more than one 

year, or both; and shall be removed from office or employment.
13

 

 

 

 

 

 

                                                 
11

 Dodd-Frank Act § 502(a), codified at 31 U.S.C. § 313(e)(5). 
12

 Dodd-Frank Act § 809(e)(2), (f) and (g).   
13

 18 U.S.C. § 1905 (emphasis added). 
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Conclusion 

 

For the reasons discussed above, we urge the CFPB and OMB to reconsider the decision 

to publish information about individual complaints.  

 

Sincerely,  

 

American Financial Services Association 

Consumer Mortgage Coalition 

  

cc: Office of Management and Budget, 

 Executive Office of the President 


